INSPIRE, PROVIDE AND SUPPORT ACHIEVEMENT

DATA PROTECTION & GDPR COMPLIANCE POLICY (UPDATED 2026)
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1. INTRODUCTION

Time2Train Ltd (“T2T”) is committed to protecting the privacy, rights and freedoms of all individuals
whose personal data we collect and process. This policy sets out how we comply with:

e UK General Data Protection Regulation (UK GDPR)

e Data Protection Act 2018

e Data (Use and Access) Act 2025 (DUAA), which amends elements of UK GDPR and introduces
new rules on automated decisions, subject access, recognised legitimate interests, cookies,
children’s data, and transparency requirements

e Data Protection & Digital Information Act 2025 (DPDI), which modernises UK data
governance and ICO enforcement powers

This policy applies to all staff, apprentices, contractors, partners and any person acting on behalf of
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2. DEFINITIONS

PERSONAL DATA

Any information relating to an identified or identifiable individual.

SPECIAL CATEGORY DATA

Includes: racial or ethnic origin, political opinions, religious beliefs, trade union membership, health,
biometric or genetic data, sexual orientation.

PROCESSING

Any operation performed on personal data, including storing, sharing, altering or deleting.

DATA SUBIJECT

Any individual whose data is processed by T2T.

AUTOMATED DECISION-MAKING (ADM)
A decision made solely by automated means without human involvement.

Under the DUAA (2025), organisations have broader scope to use ADM but must provide human
review, explanation and challenge rights.

DATA PROTECTION OFFICER (DPO)

The individual responsible for overseeing data governance and compliance.

3. SCOPE

This policy applies to:
e All T2T employees, assessors, tutors, subcontractors and volunteers
e All apprentices, applicants and enquirers

e Suppliers, partners and funding bodies
e Any third parties managing data on behalf of T2T

4. DATA PROTECTION PRINCIPLES

T2T complies with the six core principles of UK GDPR:

1. Lawfulness, fairness and transparency
2. Purpose limitation
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Data minimisation

Accuracy

Storage limitation

Integrity and confidentiality (security)
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The DUAA introduces additional expectations around minimisation and privacy-by-design, with the
ICO issuing new enforcement actions in these areas.

5. LEGAL BASIS FOR PROCESSING

We process data only where a lawful basis applies:

e Contract (e.g., apprenticeship enrolment)

e Legal obligation (e.g., ESFA funding requirements)

e Public task (where applicable)

e Legitimate interests, including new DUAA “recognised legitimate interests” categories, such
as fraud prevention, safeguarding, and certain research activities

e Consent (used only where no other lawful basis applies)

Special category data is processed only under additional conditions (e.g., explicit consent,
safeguarding purposes).

6. ROLES AND RESPONSIBILITIES

DATA PROTECTION OFFICER
Responsible for:

e Monitoring compliance

e Advising on DPIAs and privacy risk

e Managing data protection training

e Responding to data subject requests

e Reviewing third-party processing agreements
e QOverseeing breach responses

MANAGERS

Must ensure their teams follow policy and raise concerns immediately.

ALL STAFF

Have a legal duty to follow this policy, maintain confidentiality, report breaches, and complete
mandatory training.
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7. PRIVACY NOTICES

T2T issues clear, accessible privacy notices explaining:
e What data we collect
o  Why we collect it
e  Who we share it with (e.g., ESFA, DfE, awarding organisations)
¢ How long we keep it

e Rights of individuals

DUAA emphasises transparency and requires privacy notices to be clear, concise and accessible.
8. DATA SUBJECT RIGHTS

We fully support and comply with the following:

RIGHT OF ACCESS (SARS)

We will respond within one month unless requests are complex.
Under new DUAA provisions, SARs may be refused if deemed abusive or excessive, including
repeated or malicious requests.

RIGHT TO RECTIFICATION

Individuals may request corrections to inaccurate data.

RIGHT TO ERASURE (“RIGHT TO BE FORGOTTEN")

RIGHT TO RESTRICT PROCESSING

RIGHT TO DATA PORTABILITY

RIGHT TO OBJECT

RIGHTS REGARDING AUTOMATED DECISION-MAKING (ADM)

Under DUAA, individuals must be able to:
e Understand why an automated decision was made

e Request human intervention
e Challenge the decision

9. SPECIAL CATEGORY DATA & CRIMINAL RECORDS

We process special category and criminal records data only when:

e Legally required
e Necessary for safeguarding
e Explicitly consented
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Required for employment screening
(See DPA 2018 conditions.)

10. DATA SECURITY

TECHNICAL MEASURES

Encrypted storage

Secure servers

Strong passwords and multi-factor authentication
Approved cloud providers only (DPO approval required)
Prohibition on unencrypted portable storage

ORGANISATIONAL MEASURES

Access strictly on a need-to-know basis
Staff training

Regular audits

Up-to-date retention schedules

CYBERSECURITY

We follow ICO and NCSC guidance, including updated expectations for Al-related risks, children’s
data and minimisation fines introduced in 2026.

11. DATA RETENTION

Data will be retained only as long as necessary for:

Legal and regulatory obligations
Funding requirements

Apprenticeship records (per ESFA rules)
Employment law purposes

Retention schedules are maintained and reviewed annually.

12. INTERNATIONAL DATA TRANSFERS

Under DPDI reforms, transfers outside the UK require:

Adequacy regulations
UK IDTA
UK Addendum to EU SCCs
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T2T currently does not transfer data internationally unless required by law or explicitly consented.
13. AUTOMATED DECISION-MAKING AND Al USE

Where T2T uses digital tools, algorithms or Al systems for assessment, learning analytics or
operational processing, we will:

e Conduct Data Protection Impact Assessments (DPIAs)
e Provide ADM transparency and human review rights
e Avoid decisions that produce significant effects without safeguards

14. COOKIES, TRACKING AND DIGITAL TECHNOLOGIES

DUAA introduces updated rules permitting some cookie uses without consent in low-risk scenarios,
such as service-improving analytics.
T2T will update cookie banners and digital systems accordingly.

15. DATA BREACH MANAGEMENT

All staff must report actual or suspected data breaches immediately.
T2T will:

e Investigate breaches promptly

e Record all incidents

¢ Notify the ICO within 72 hours if required

e Notify individuals where there is high risk to rights and freedoms

16. COMPLAINTS ABOUT DATA HANDLING

DUAA requires organisations to have a formal data protection complaints procedure.
T2T will ensure individuals can:

e Raise concerns directly
e Request internal review
e Escalate to the Information Commission (formerly ICO) if unresolved
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17. TRAINING

All staff receive:

e Mandatory induction training
e Annual refresher training
e Additional training where law or systems change

18. REVIEW

Date: 01/04/2026

Next review Date: 01/04/2027
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